Informe Ejecutivo de Vulnerabilidades

Generado en: 2026-08-12T21:38:26.724Z | Fuentes: ENISA

Informes consolidados: 2
Vulnerabilidades analizadas: 103
Aplicables: 13

No aplicables: 90

Revision manual: 0

Resumen por objetivo

Revisién
Fuente Producto Versiéon Analizadas Aplicables No aplicables manual
ENISA Openjdk 21 3 0 3 0
ENISA GitLab CE 19.1.1 100 13 87 0

Detalle de Vulnerabilidades Aplicables
[ALTA] - EUVD-2026-39181 - GHSA-fc6w-qm7g-jfwh

Producto / Versién: GitLab CE (v19.1.1) | Fuente: ENISA

BaseScore: 8.7 3.1

Regla versién: product_version: “19.1 <19.1.1” -> (Coincidencia directa con patrén ‘19.1 <19.1.1%)
Justificacién / Descripcién: > GitLab has remediated an issue in GitLab EE affecting all versions
from 16.4 before 18.11.6, 19.0 before 19.0.3, and 19.1 before 19.1.1 that under certain conditions could
have all...

[ALTA] - EUVD-2026-39169 - GHSA-fwjg-556c-7Thwm

Producto / Versién: GitLab CE (v19.1.1) | Fuente: ENISA

BaseScore: 8.6 3.1

Regla versién: product_version: “19.1 <19.1.1” -> (Coincidencia directa con patrén ‘19.1 <19.1.1%)
Justificacién / Descripcién: > GitLab has remediated an issue in GitLab EE affecting all versions from
19.1 before 19.1.1 that under certain conditions could have allowed a user to access sensitive information
t...

[ALTA] - EUVD-2026-39171 - GHSA-93jf-78v{-79px

Producto / Versién: GitLab CE (v19.1.1) | Fuente: ENISA

BaseScore: 8.0 3.1

Regla versién: product_version: “19.1 <19.1.1” -> (Coincidencia directa con patrén ‘19.1 <19.1.17)
Justificacién / Descripcién: > GitLab has remediated an issue in GitLab CE/EE affecting all versions
from 18.10 before 18.11.6, 19.0 before 19.0.3, and 19.1 before 19.1.1 that under certain conditions could
have...

[MEDIA] - EUVD-2026-39175 - CVE-2026-5309

Producto / Versién: GitLab CE (v19.1.1) | Fuente: ENISA

BaseScore: 5.4 3.1

Regla versién: product_version: “19.1 <19.1.1” -> (Coincidencia directa con patrén ‘19.1 <19.1.17)
Justificaciéon / Descripcién: > GitLab has remediated an issue in GitLab EE affecting all versions
from 18.6 before 18.11.6, 19.0 before 19.0.3, and 19.1 before 19.1.1 that under certain conditions could
have all...



[MEDIA] - EUVD-2026-39170 - GHSA-9mc7-w3h9-cmmf

o Producto / Versién: GitLab CE (v19.1.1) | Fuente: ENISA

e BaseScore: 5.3 3.1

e Regla versién: product_version: “19.1 <19.1.1” -> (Coincidencia directa con patrén ‘19.1 <19.1.17)

o Justificacién / Descripcién: > GitLab has remediated an issue in GitLab EE affecting all versions
from 13.11 prior to 18.11.6, 19.0 prior to 19.0.3, and 19.1 prior to 19.1.1 in which incorrect authorization
in D...

[MEDIA] - EUVD-2026-39177 - GHSA-36{f-xw3f-vrx8

o Producto / Versién: GitLab CE (v19.1.1) | Fuente: ENISA

o BaseScore: 5.3 3.1

« Regla versidén: product_version: “19.1 <19.1.1” -> (Coincidencia directa con patrén ‘19.1 <19.1.1%)

o Justificacién / Descripcién: > GitLab has remediated an issue in GitLab CE/EE affecting all versions
from 17.5 before 18.11.6, 19.0 before 19.0.3, and 19.1 before 19.1.1 that under certain conditions could
have...

[MEDIA] - EUVD-2026-39172 - CVE-2026-8330

o Producto / Versién: GitLab CE (v19.1.1) | Fuente: ENISA

o BaseScore: 4.4 3.1

o Regla versién: product_version: “19.1 <19.1.1” -> (Coincidencia directa con patrén ‘19.1 <19.1.17)

o Justificacién / Descripcién: > GitLab has remediated an issue in GitLab CE/EE affecting all versions
from 9.3 before 18.11.6, 19.0 before 19.0.3, and 19.1 before 19.1.1 that under certain conditions could have
a...

[MEDIA] - EUVD-2026-39173 - GHSA-8vj4-48p6-q87m

o Producto / Versién: GitLab CE (v19.1.1) | Fuente: ENISA

o BaseScore: 4.3 3.1

« Regla versidén: product_version: “19.1 <19.1.1” -> (Coincidencia directa con patrén ‘19.1 <19.1.1%)

o Justificacién / Descripcién: > GitLab has remediated an issue in GitLab CE/EE affecting all versions
from 17.11 before 18.11.6, 19.0 before 19.0.3, and 19.1 before 19.1.1 that under certain conditions could
have...

[MEDIA] - EUVD-2026-39174 - GHSA-v93g-p6g6-9wwq

o Producto / Versién: GitLab CE (v19.1.1) | Fuente: ENISA

o BaseScore: 4.3 3.1

» Regla versidn: product_version: “19.1 <19.1.1” -> (Coincidencia directa con patrén ‘19.1 <19.1.1%)

 Justificacién / Descripcién: > GitLab has remediated an issue in GitLab CE/EE affecting all versions
from 13.6 before 18.11.6, 19.0 before 19.0.3, and 19.1 before 19.1.1 that under certain conditions could
have...

[MEDIA] - EUVD-2026-39178 - GHSA-vx{7-7c9g-m3x8

o Producto / Versién: GitLab CE (v19.1.1) | Fuente: ENISA

e BaseScore: 4.3 3.1

o Regla versién: product_version: “19.1 <19.1.1” -> (Coincidencia directa con patrén ‘19.1 <19.1.17)

o Justificacién / Descripcién: > GitLab has remediated an issue in GitLab CE/EE affecting all versions
from 14.8 before 18.11.6, 19.0 before 19.0.3, and 19.1 before 19.1.1 that under certain conditions could
have...



[BAJA] - EUVD-2026-39179 - CVE-2026-0934

o Producto / Versién: GitLab CE (v19.1.1) | Fuente: ENISA

e BaseScore: 3.8 3.1

e Regla versién: product_version: “19.1 <19.1.1” -> (Coincidencia directa con patrén ‘19.1 <19.1.17)

o Justificacién / Descripcién: > GitLab has remediated an issue in GitLab EE affecting all versions
from 17.9 before 18.11.6, 19.0 before 19.0.3, and 19.1 before 19.1.1 that under certain conditions could
have all...

[BAJA] - EUVD-2026-39176 - CVE-2026-3176

o Producto / Versién: GitLab CE (v19.1.1) | Fuente: ENISA

o BaseScore: 3.1 3.1

« Regla versidén: product_version: “19.1 <19.1.1” -> (Coincidencia directa con patrén ‘19.1 <19.1.1%)

o Justificacién / Descripcién: > GitLab has remediated an issue in GitLab EE affecting all versions
from 18.6 before 18.11.6, 19.0 before 19.0.3, and 19.1 before 19.1.1 that under certain conditions could
have all...

[BAJA] - EUVD-2026-39168 - GHSA-px7v-hx94-8wmf

o Producto / Versién: GitLab CE (v19.1.1) | Fuente: ENISA

e BaseScore: 0.0 3.1

o Regla versién: product_version: “19.1 <19.1.1” -> (Coincidencia directa con patrén ‘19.1 <19.1.17)

o Justificacién / Descripcién: > GitLab has remediated an issue in GitLab CE/EE affecting all versions
from 8.3 before 18.11.6, 19.0 before 19.0.3, and 19.1 before 19.1.1 that under certain conditions could have
a...
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